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Changelog 
Version 1 – First Public Release 

●​ Section 1: Introduction 
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Version 2 – Second Public Release 

●​ Fixed typo 
●​ Section 1.2: Included link to latest version of rulebook 
●​ Section 5.5.1: Include attire for participants 
●​ Section 6.2: Update date which VPN information will be made available 

Version 3 – Third Public Release 

●​ Fixed typo 
●​ Section 7.2.1: Refined language 
●​ Section 11: Audit and Verification of Submissions 
●​ Appendix A: Screen Recording Procedures 

Version 4 – Final Public Release 

●​ Formatting 
●​ Fixed typo 
●​ Section 2: Update Organisers identification 
●​ Section 3: Added late policy 
●​ Section 6.2: VPN Access Details 
●​ Section 10.1: Aegis 
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1.​Introduction 
1.1.​ Purpose and Scope 
This document serves as the comprehensive and authoritative guide for contestants 
participating in the National Cybersecurity Olympiad (Singapore) 2026, hereafter 
referred to as "NCO 2026". 

1.2.​ Amendments and Revisions 
The NCO 2026 Organisers reserves the right to update or modify the contents of this 
document in response to necessary organisational changes or official feedback. All 
such revisions will be formally recorded within the document’s changelog. 

In the event of any amendments, the latest version of this document is available at 
https://files.nco.sg/rulebook.pdf. 

1.3.​ Inquiries and Clarifications 
Should you have any questions or require further clarification regarding the 
guidelines detailed herein, all communications must be directed to the organisers 
exclusively through your school’s designated teacher-in-charge. 

1.4.​ Official Language 
English is designated as the official language of the NCO 2026. All forms of 
communication, including but not limited to documentation, public announcements, 
official notices, and electronic correspondence, shall be conducted exclusively in 
English. 
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2.​Interpretation 
In this document, unless the context explicitly requires otherwise, the following terms 
shall bear the meanings ascribed to them below: 

1.​ “Arena” refers to the officially designated physical venue(s) where 
Contestants are required to be present to participate in NCO 2026. 

2.​ “COM2” refers to the Computing 2 building, situated at 15 Computing Dr, 
Singapore 117418. 

3.​ “COM3” refers to the Computing 3 building, situated at 11 Research Link, 
Singapore 119391. 

4.​ “COM3 MPH” refers to the Multipurpose Hall located on Level 1 of COM3. 
5.​ “Contest” refers to the National Cybersecurity Olympiad (Singapore) 2026. 
6.​ “Contestants” encompasses all officially registered individuals actively 

participating in the Contest. 
7.​ “Example” or “e.g.” indicates an illustrative, non-exhaustive list of scenarios, 

conditions, or items provided solely for the purpose of clarification. 
8.​ “Flag” defines a unique, verifiable string associated with a specific task or 

challenge. It serves as definitive proof of successful completion and must be 
submitted to the official Contest platform to accrue the corresponding points. 

9.​ “NCO” refers to the National Cybersecurity Olympiad (Singapore) 2026. 
10.​“NUS” refers to the National University of Singapore. 
11.​“Organisers” designates the duly appointed Scientific Committee and 

Technical Committee responsible for the administration and execution of the 
Contest. They can be identified by their blue lanyards. 

12.​“VPN” refers to the specific Virtual Private Network infrastructure and 
configuration provisioned by the Organisers for Contest use. 

3.​Schedule 
The NCO 2026 shall be conducted on 28 March 2026. The formal program of events 
and proceedings is outlined in the schedule below: 

Time Description 
0800 – 0900 Registration and Set-Up 
0900 – 1400 NCO 2026 Finals Competition (Snacks provided during competition) 
1400 – 1500 Lunch 
1500 – 1530 Sponsors Booth Interaction 
1530 – 1630 Sponsors Talk 
1630 – 1730 NCO 2026 Finals Challenge Walkthrough & Q&A 
1730 – 1800 Prize Presentation 
1800 – 1900 Dinner 
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Participants arriving later than 0930 will be denied entry into the venue. 

4.​Venue 
The NCO 2026 shall be held at COM3 MPH, with all associated activities conducted 
within its immediate vicinity. 

Detailed directions to the NUS Computing facilities may be accessed via the 
following official link: https://www.comp.nus.edu.sg/about/getting-here/. 

To facilitate navigation on the day of the event, official signage and directional guides 
will be prominently deployed along the primary access routes, specifically guiding 
attendees from the COM3 bus stop and the COM2 drop-off point to COM3 MPH. 

5.​Staff and Roles 
This section outlines the official roles and responsibilities of the personnel 
administering the NCO 2026, providing an overview of their functions and 
interactions from the perspective of the Contestants. 

5.1.​ The Scientific Committee 
The Scientific Committee is established as a standing body to ensure operational 
continuity and maintain rigorous quality control standards throughout the NCO. It is 
expressly tasked with the creation, preparation, and final selection of all competition 
problems and challenges for the NCO 2026. The operations and adjudications of the 
Scientific Committee are directed and overseen by a designated Chairman and 
Vice-Chairman. 

5.2.​ The Technical Committee 
The Technical Committee functions as the primary operational body tasked with the 
administration and execution of the Contest. As a standing committee, it holds the 
official mandate for managing the competition infrastructure, maintaining the 
operational stability of both the challenges and the official contest platform, 
configuring the competition problems, and enforcing all necessary control measures 
to guarantee strict adherence to the rules and regulations of the NCO 2026. The 
Technical Committee operates under the leadership and direction of a designated 
Chairman. 

5.3.​ Invigilators 
Invigilators are formally tasked with monitoring the conduct of all Contestants to 
ensure strict adherence to the established rules and any binding decisions issued by 
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the Organisers. Alongside the official ticketing system, Invigilators serve as the 
primary on-site point of contact for Contestants seeking to lodge complaints or 
request clarification regarding competition regulations. They act as the direct 
administrative interface between the Organisers and the Contestants for the 
management and escalation of non-trivial incidents or disputes. 

Please be advised that Invigilators may possess limited technical expertise in 
cybersecurity. Consequently, they are strictly prohibited from answering technical 
inquiries, offering guidance, or providing any form of assistance pertaining to the 
Contest challenges. 

5.4.​ Teacher-in-Charge 
Every participating school shall appoint a designated Teacher-in-Charge, who shall 
serve as the primary administrative liaison between the school and the Organisers. 
The Teacher-in-Charge bears the formal responsibility of executing the proper 
registration of all Contestants and ensuring the prompt dissemination of official 
information and directives to them. Unless explicitly stipulated otherwise, the 
Teacher-in-Charge shall also function as the school’s official point of contact in the 
event of an emergency. 

5.5.​ Contestants 
A Contestant is defined as a duly registered student who meets the eligible age 
criterion, specifically being between the ages of 12 and 18 years inclusive at the time 
of the Contest. For the purposes of the NCO 2026 Finals, all Contestants shall be 
officially classified into one of two distinct tracks: 

●​ Competitive Track: Contestants who have formally qualified for the NCO 2026 
by achieving a strictly positive, non-zero score (successfully solved at least 
one challenge) during the NCO 2026 Preliminary Round shall be assigned to 
the Competitive track. Contestants within this classification are fully eligible to 
be considered for official Contest awards, which comprise Honourable 
Mention, Bronze, Silver, and Gold medals. 

●​ Non-Competitive Track: Contestants who are granted entry to NCO 2026 by 
formal invitation subsequent to the NCO 2026 Preliminary Round shall be 
assigned to the Non-Competitive track. Individuals within this classification are 
explicitly precluded from receiving the aforementioned official Contest awards. 
In lieu of such awards, they shall be conferred a formal Certificate of 
Participation in recognition of their attendance. 
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5.5.1.​Attire 
All contestants, regardless of track, should participate in the contest in their school 
uniforms and bring an official school ID for registration and identification, unless 
otherwise directed by the Organisers. 

6.​Contest format, setup and general rules 
6.1.​ Contest Duration and Pre-Contest Setup 
The Contest shall consist of a single, continuous competition session lasting exactly 
five (5) hours. Prior to the official commencement of the Contest, Contestants will be 
allotted a designated period to and verify their technical setups. This includes, but is 
not limited to, the verification of hardware functionality, internet connectivity, and 
proper access to all required internal competition platforms. 

6.2.​ Infrastructure and Access 
The competition network shall be hosted within a secure cloud environment. 
Contestants are required to access the competition platform and all tasks exclusively 
via a designated VPN configured on the Ethernet network. Contestants will be 
connected exclusively via a RJ-45 Ethernet connection. No configuration is required 
on Contestant’s devices. For the avoidance of doubt, Organisers will not loan any 
adapters. 

Wifi should be disabled on participant’s devices to ensure smooth connectivity. 

6.3.​ Task Categories and Distribution 
The Contest shall feature technical tasks from five (5) categories: Binary 
Exploitation, Cryptography, Forensics, Reverse Engineering and Web Exploitation. 
The Contest shall comprise a total of fifteen (15) discrete tasks, comprising three (3) 
tasks from each category. 

6.4.​ Problem Statements and Independence of Tasks 
During the Contest, Contestants shall be presented with five (5) distinct problem 
statements, each containing three (3) tasks. The tasks encompassed within a single 
problem statement may span multiple categories and vary significantly in difficulty. It 
is the sole responsibility of the Contestant to evaluate the nature of each task and 
allocate their time and resources accordingly. For the avoidance of doubt, all tasks 
grouped under a single problem statement are strictly independent of one another. 
The successful completion of any given task does not require the prior completion of 
any other tasks. 
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6.5.​ Task Resolution and Flags 
A task shall be deemed “solved” when a Contestant successfully extracts and 
submits the correct Flag corresponding to that task via the official competition 
platform. Flags may be acquired through various methodologies, including but not 
limited to active interaction with remote services, analysis of distributed files, or any 
other methods deemed reasonable by the Organisers. 

6.6.​ Prohibition of Unauthorized Communication 
Contestants are strictly prohibited from communicating, discussing, sharing or 
transmitting any information pertaining to the Contest tasks with any third party 
during the Contest. The sole exception to this prohibition is official communication 
directed to the Organisers via explicitly designated channels. This restriction 
empasses all external communication mediums, including, but is not limited to, the 
use of social media platforms, posting on forums (e.g. Stack Overflow, Reddit), and 
the use of public or private messaging services (e.g. Discord, Whatsapp). Any 
suspected breach of these regulations will be investigated and may result in 
disqualification. For the avoidance of doubt, passive activities such as searching for 
or reading content on forums are permitted, provided no interaction or disclosure of 
Contest-related information occurs. 

6.7.​ Rules of Engagement and Scope of Operations 
Contestants are expressly forbidden from attempting to attack, probe, scan, 
enumerate, exploit, or otherwise interfere with the competition infrastructure. This 
prohibition extends to all systems, networks, or software utilised by the NCO 
Organising Team for the administration and hosting of the Contest, as well as the 
devices, systems, networks, or accounts belonging to other Contestants.  

Contestants are authorized to interact solely with the specific systems, services, and 
resources explicitly designated by the Organisers for the purposes of the 
competition. Any attempt to access, engage or interfere with systems outside this 
defined scope is strictly prohibited. 

In the event of any ambiguity or uncertainty regarding the permitted scope of 
interaction, Contestants bear the absolute responsibility to seek direct and prior 
clarification from the Organisers. Under no circumstances shall the benefit of the 
doubt be afforded to any Contestant found to have breached these rules. 

6.8.​ Prohibited Offensive Actions 
Any unauthorised attempt to access, disrupt, degrade, or otherwise interfere with the 
systems or network connectivity of the competition platform, the devices and 
systems of other Contestants, or any out-of-scope systems is strictly forbidden, 
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Prohibited activities include, but not limited to, port scanning, vulnerability scanning, 
denial-of-service attacks, traffic interception, or unauthorised enumeration of 
services. 

6.9.​ Enforcement and Disciplinary Actions 
Any activity deemed by the Organisers to constitute a violation of these rules, to 
disrupt the operations of the Contest, harmful to other Contestants, or to compromise 
the fairness or integrity of the Contest shall result in immediate disqualification and 
any further sanctions deemed appropriate by the Organisers. Furthermore, the 
Organisers expressly reserve the right to pursue civil litigation or refer the matter for 
criminal prosecution under the law. 

7.​Allowed software and hardware tools 
7.1.​ Software equipment 
The Organisers expressly warrant and guarantee that every task, challenge, and 
problem statement presented during the course of the Contest is fully solvable 
utilizing exclusively open-source, freeware, or otherwise publicly and freely available 
software. No task shall necessitate the procurement or utilization of proprietary, paid, 
or commercially licensed software by any Contestant. 

7.2.​ Hardware equipment 

7.2.1.​Permitted Hardware and Peripherals 
Contestants are expressly authorized to bring and utilize a fundamental hardware 
configuration. This configuration is strictly limited to one (1) primary laptop computer 
per Contestant, supplemented solely by standard peripheral devices, specifically 
encompassing computer mice, keyboards, power adapters, external storage drives, 
and standard interface adapters (e.g., USB or Ethernet adapters). For the avoidance 
of doubt, the Organisers will not be providing a loan for any equipment. 

The utilization of external monitors and desktop computing systems is strictly 
prohibited within the Arena. Furthermore, any electronic device or hardware 
component not explicitly listed in this section is categorically forbidden unless 
explicit, prior written authorization has been granted by the Organisers. This 
prohibition extends to any objects that may cause a nuisance or disruption to fellow 
Contestants. In instances of ambiguity regarding the permissibility of any item, 
Contestants are obliged to seek formal clarification exclusively through their 
designated Teacher-in-Charge. 
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Contestants are required to ensure that their setup possesses the requisite 
connectivity and computational capacity to execute and complete all tasks across the 
stipulated categories. The utilization of remote servers, cloud computing instances, 
or any external infrastructure to augment local computational resources is strictly 
forbidden. With specific regard to Binary Exploitation tasks, which shall exclusively 
utilize x86_64 architecture binaries, Contestants must ensure that they have access 
to the appropriate tooling on their devices. 

Additional equipment must be requested in advance for approval by the organisers. 
The request must be submitted exclusively through email by their school's 
Teacher-in-charge no later than 24th March 2026 1200hrs. The Organisers shall 
issue formal notification of approval or rejection no later than 26th March 2026 
1800hrs. All requests that are not submitted via the Teacher-in-charge will be 
ignored. Furthermore, any explicit authorization granted for a specific item shall 
inherently extend to all Contestants universally, unless explicitly stipulated otherwise 
in the formal approval notice. 

All authorized devices must operate in a manner that does not impede, distract, or 
otherwise disturb other Contestants. Should a formal complaint of disruption be 
lodged, the Invigilators shall be vested with the authority to assess its merit. Upon 
substantiation of a valid complaint, Invigilators reserve the right to execute 
appropriate remedial measures, up to and including the immediate confiscation and 
removal of the offending device from the Arena. All determinations and directives 
issued by the Invigilators in this regard are final, binding, and strictly exempt from 
appeals. 

7.2.2.​Power and Network Infrastructure 
Contestants are required to bring all necessary power adapters required for their 
permitted equipment. The Organisers shall provide at least one (1) standard Type G 
electrical socket for each participant. Additionally, each Contestant shall be 
provisioned with exactly one (1) wired connection to the official competition network, 
accessible via an RJ-45 Ethernet cable situated at their assigned seat. 

7.2.3.​Unauthorized Devices and Mobile Telephones 
The possession of any unauthorised electronic devices, including but not limited to 
mobile telecommunication devices (cellular phones), within the Arena is strictly 
prohibited. The discovery of such devices on a Contestant's person or seat shall be 
construed as a definitive act of cheating, rendering the Contestant liable to 
immediate disqualification and subsequent disciplinary proceedings. 
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7.2.4.​Hardware Failure and Substitution Protocol 
In case of a Contestant's hardware failure during the Contest, the affected 
Contestant may request to substitute the defective device through the invigilators in 
the Arena. Invigilators may either approve it directly, at their discretion, or escalate it 
to the Organisers for further deliberation. Upon formal approval, the Contestant shall 
be permitted to retrieve a replacement device from their belongings and swap it with 
the defective device. The defective device shall be surrendered to the Organisers 
and cannot be removed from the arena until the conclusion of the Contest. Under no 
circumstances shall any temporal compensation be awarded for time lost due to 
hardware failure, substitution or troubleshooting. Time lost due to hardware failure 
shall not be compensated; the competition timer shall continue to run without 
adjustment. 

8.​Competition Syllabus 
Contestants will complete tasks in five main categories: Binary Exploitation, 
Cryptography, Forensics, Reverse Engineering and Web Exploitation. 

A brief description of these categories is as follows: 

●​ Binary Exploitation: This category of tasks involve the exploitation of binaries 
on remote systems through memory corruption. Contestants are expected to 
be familiar with modern memory protection methods (e.g. ASLR, PIE), 
stack-based exploitation, dynamic allocator abuse and file stream attacks.  

●​ Cryptography: This category of tasks involve the understanding and 
exploitation of modern cryptographic protocols. Contestants are expected to 
be familiar with asymmetric and symmetric cryptographic systems and 
relevant mathematical principles and theorems. 

●​ Forensics: This category of tasks involves analysis of files with the objective 
of extracting data from them. Contestants are expected to be familiar with 
Linux and Windows systems, disk images, networking protocols and memory 
dump analysis. 

●​ Reverse Engineering: This category of tasks involves the analysis of software 
in the form of compiled binaries, bytecode, obfuscated source code, etc. to 
extract flags from them. Contestants are expected to be familiar with common 
executable formats, decompilation, debugging and deobfuscation techniques. 

●​ Web Exploitation: This category of tasks involves the analysis of custom web 
applications and leveraging server-side and client-side vulnerabilities. 
Contestants are expected to be familiar with common web application 
frameworks, server side vulnerabilities, injection attacks and other common 
vulnerabilities. 
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9.​Communication and support 
9.1.​ Pre-Event Contact 
Prior to the commencement of NCO 2026, Contestants are strictly required to make 
any clarifications exclusively through their school’s Teacher-in-Charge. All 
Teachers-in-charge shall be provided with the official point of contact for the 
Organisers. Email shall be the sole medium of communication with the Organisers 
for all pre-event correspondence. The Organisers shall endeavor to issue a formal 
response to all valid inquiries within two (2) business days. 

Teachers-in-charge and Contestants are responsible for ensuring that all official 
communications, as well as information published on the Contest website, have 
been thoroughly reviewed, and any queries raised have not already been addressed, 
prior to contacting the Organisers. 

Any requests for interpretation, clarification, or further elucidation regarding the rules, 
regulations, and provisions contained specifically within this document must be 
formally submitted to the Organisers exclusively via the established email protocol.  

9.2.​ Contact during the event 

9.2.1.​Official Channels 
All official announcements, procedural clarifications, and real-time updates pertaining 
to the active administration of the NCO 2026 shall be communicated exclusively via 
the official competition platform and its explicitly designated communication 
channels. The designated communication channel shall be accessed only via the 
Competition network. 

9.2.2.​Communication Rules 
Effective communication between Contestants, teachers-in-charge and the NCO 
representatives is essential for the smooth operation of NCO 2026. To ensure clarity 
and efficiency, communication is divided into three categories: 

●​ Emergencies: This category includes, but is not limited to, health and safety 
issues, inappropriate behaviour, bullying, discrimination, illegal activities, 
actions that circumvent competition rules, or any situation that may result in, 
or has resulted in, harm or injury. For emergencies, Contestants are permitted 
to use any method of communication that is most immediate and effective. 
Examples include direct communication with invigilators present in the Arena 
or the submission of an emergency ticket via the designated official 
communication channel. 
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●​ Competition-related communication: This category encompasses matters 
relating to the technical aspects of the competition, including questions 
regarding rules, competition format, technical issues affecting the competition, 
formal complaints or disputes concerning scoring and rankings, or the 
reporting of disruptive behaviour by other Contestants. Contestants shall 
communicate competition-related issues directly to invigilators in the Arena. 
Invigilators shall escalate urgent or serious matters to the relevant committees 
for resolution. Situations deemed particularly serious shall be addressed on a 
case-by-case basis by the Organisers. 

●​ Event-related communication: This category includes logistical matters and 
other non-competition issues, such as meal schedules, dietary requirements, 
health and safety concerns, or general inquiries about event arrangements. 
Contestants may communicate event-related matters either by submitting a 
ticket via the designated official communication channel addressed to the 
Organisers or by raising their concern to an invigilator in the Arena. In the 
latter case, the invigilator shall determine whether the matter should be 
handled via the designated official communication channel or requires 
immediate attention. 
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10.​Use of Artificial Intelligence 
The unrestricted use of Artificial Intelligence (AI) systems, models, or tools by 
Contestants during the Contest is strictly prohibited. This restriction applies to, but 
not limited to, all third-party, cloud-based AI services, as well as any locally hosted, 
offline Large Language Models generative AI applications deployed on the 
Contestant’s hardware. All AI usage shall be monitored through a designated AI chat 
platform provided by the Organisers. All interactions and data transmissions 
conducted upon this platform shall be subject to continuous monitoring and auditing 
to ensure strict compliance with Contest regulations. Any unauthorized access, 
deployment, or utilization of non-sanctioned AI tools shall constitute a material 
breach of these rules, prompting an immediate formal investigation and rendering 
the offending Contestant liable to summary disqualification. 

For the avoidance of doubt, all restrictions and prohibitions codified within Section 10 
pertain exclusively to AI use during the Contest. The Organisers explicitly impose no 
restrictions on AI use during the preparation phase leading up to NCO 2026. 

10.1.​Aegis 
Aegis is an in-house AI chat interface which will allow participants to access the 
model gpt-5-mini-2025-08-07 with default low reasoning and low verbosity. Aegis has 
the following restrictions: 

●​ Chat only. In other words, file uploads and MCP are not allowed 
●​ Each Contestant will be provided a fixed amount of tokens for use during the 

Contest 
●​ Contestants are allowed to increase the reasoning and verbosity levels. 

However, this would mean that a multiplier will be applied to the prompt, 
depending on the values selected 
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11.​Audit and Verification of Submissions 
11.1.​ Organisers' Right to Audit 
The Organisers reserve the unilateral right to audit the validity of any submitted Flag 
to ensure the integrity of the competition. Should the Organisers, at their sole 
discretion, deem it necessary, a Contestant may be formally required to articulate, 
demonstrate, or otherwise substantiate the precise technical methodology (the "solve 
path") employed to successfully complete a task. 

11.2.​ Mandatory Documentation of Methodology 
Contestants, regardless of track, shall bear the sole responsibility to document and 
maintain a comprehensive record of all actions, commands, scripts, and analytical 
steps executed in the course of solving any tasks. 

11.3.​ Mandatory Screen Recording (Competitive Track) 

All Contestants participating in the Competitive Track (as defined in Section 5.5) are 
subject to a strict, mandatory recording requirement. These Contestants must ensure 
a continuous, uninterrupted screen recording of their hardware for the entire, 
five-hour duration of the Contest. This recording must be facilitated exclusively via 
Open Broadcaster Software (OBS) and must be explicitly configured to capture the 
entirety of the Contestant's visual workspace (i.e., the full, uncropped laptop screen 
on the host) without occlusion, filtering, or obfuscation. In the event that the 
recording fails or stops during the competition, Contestants are to inform the 
invigilators and resume the recording at the earliest possible time. 

Following the official conclusion of the Contest, all Contestants in the Competitive 
Track are obligated to submit their complete OBS recordings to the Organisers. 
These recordings shall be subject to review and analysis to ascertain the 
Contestant's strict compliance with all rules, regulations, and directives codified 
within this document, as well as any instructions communicated during the Contest. 

11.3.1.​ Evidentiary Presumption and Failure to Comply 
The submission of a complete, valid, and continuous screen recording is a material 
condition of participation in the Competitive Track. In the event that a Contestant fails 
to submit this recording, or if the submitted video file is corrupted, paused, 
incomplete, or does not show the entire laptop screen, the Contestant will expressly 
forfeit the "benefit of the doubt.” 

In practical terms, this means that if the Organisers investigate a Contestant for a 
potential rule violation, suspicious activity, or an unexplained solve path, the 
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Organisers shall not rely on the Contestant’s word alone. Without the required video 
evidence to prove compliance with the rules, the Organisers will assume 
non-compliance. Any uncertainties in such disputes shall be judged strictly against 
the Contestant, which may result in disqualification. 

11.4.​ Penalties for Failure to Substantiate 
The failure, inability, or refusal of a Contestant to provide a satisfactory, coherent, 
and technically sound explanation of their solve path upon formal request shall result 
in the immediate invalidation of the associated Flag and the forfeiture of its 
corresponding points. Furthermore, the inability to independently substantiate a 
submission may be construed as a breach of competition integrity, rendering the 
Contestant liable to disqualification from NCO 2026. 
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Appendix A: Screen Recording Procedures 

Installing OBS 
For Contestants using a Virtual Machine (VM), OBS is to be installed on your Host Machine 
i.e. the system the VM is running on, not inside the VM. For Contestants with a Dual 
Booted configuration, OBS is to be installed on both OSs and recordings are to be started 
immediately upon reboot. 

Windows 
Install the latest version of OBS with the Official Windows Installer. 
https://cdn-fastly.obsproject.com/downloads/OBS-Studio-32.0.4-Windows-x64-Installer.exe  

Linux 
For those using Ubuntu/Debian based systems, run the following commands to install OBS: 
 
sudo add-apt-repository ppa:obsproject/obs-studio 

sudo apt install obs-studio 

 
For other Linux distributions, please follow the instructions on the OBS Github page: 
https://github.com/obsproject/obs-studio/wiki/install-instructions#linux  

MacOS 
Install the latest version of OBS with the Official MacOS Installer. 
 
For 64-bit Intel Macbooks: 
https://cdn-fastly.obsproject.com/downloads/obs-studio-32.0.4-macos-intel.dmg   
 
For Apple Silicon Macbooks: 
https://cdn-fastly.obsproject.com/downloads/obs-studio-32.0.4-macos-apple.dmg 
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Configuring OBS 
To facilitate screen recording, all Contestants are required to configure OBS with a 
singular Display Capture as the source, capturing the entire screen. 

The Display Capture must fit completely within the recording frame. Refer to the 
following: 

 

The above is incorrect as the screen aspect ratio does not fit the recording frame. 

 

This above is correct as the Display Capture has been resized to fit the recording 
frame. 

 

17 



National Cybersecurity Olympiad 2026 (Singapore) 
Document title: NCO 2026 Rulebook 
Document Classification: Official (Open) 
 
Contestants should configure their OBS to match the following settings. Access the 
settings panel by going to File > Settings on the top bar. 

 
Under Video > General: 

●​ “Output (Scaled) Resolution” is to be set to 1280x720 
●​ Change “Common FPS Values” to Integer FPS Value and set it to 10 

 

Under Output: 

●​ “Output Mode” is to be set to Advanced 

Under Output > Recording: 

●​ “Recording Format” is to be set to Matroska Video (.mkv) 
●​ “Video Encoder” is to be set to x264 
●​ “Rate Control” is to be set to CRF 
●​ “CRF” is to be set to 24 
●​ “Profile” is to be set to high 
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Under Audio > General: 

●​ “Sample Rate” is to be set to 44.1 kHz 
●​ “Channels” is to be set to Mono 

 

Once configuration is complete, the Contestant must save all settings by pressing 
Apply at the bottom right corner of the Settings window.  

The Contestant may now begin recording by pressing Start Recording in the 
Controls section at the bottom right corner of the OBS window. 

Procedure for Crashes or Reboots 
The following are actions that must be taken by Contestants in the event the 
Contestant’s device crashes or restarts. In the event of a Contestant PC crashing for 
any reason, Contestants are to immediately notify the invigilators of the incident.  
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Once the Contestant PC is rebooted, Invigilators shall ensure OBS is restarted and create a 
new screen recording before the Contestant resumes work. The new video will have the 
filename: 
“<contestant code>-<timestamp in HHMM>.mkv”, where the timestamp is the 
timing when the Contestant restarts their screen recording as soon as the Contestant 
device is back in working order. This also applies to Contestants with Dual Booted 
systems as they will have to reboot to switch their OS. 

There is currently no known way to detect if OBS is running smoothly or has 
crashed. Contestants shall periodically check and validate the status of their OBS 
recording. 
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